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FCC Warning

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communication.
However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the

interference by one or more of the following measures:
Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.
Connect the equipment into an outlet on a circuit different from that to which

Consult the dealer or an experienced radio/TV technician for help. the receiver is

connected.

FCC Caution: Any changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of
about eight inches (20cm) between the radiator and your body.

This transmitter must not be co-located or operated in conjunction with any other antenna or

transmitter.

CE Mark Warning
This is a Class B product. In a domestic environment, this product may cause radio

interference, in which case the user may be required to take adequate measures.

Copyright

2006 All Rights Reserved. No part of this document can be copied or reproduced in any form

without written consent from the company.




Revision History

Revision History

V1.0 First release

All brand and product names mentioned in this manual are trademarks and/or registered

trademarks of their respective holders.
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1. Introduction
This adapter is an IEEE 802.11g client device that delivers unrivaled wireless

performance for your desktop PC or laptop PC. With this adapter, you can easily upgrade
your computer wireless connectivity. Once connected, access your high-speed Internet
connection while sharing photos, files, music, video, printers, and storage. Get a better
Internet experience with a faster wireless connection so you can enjoy smoother digital phone
calls, gaming, downloading, and video streaming. It provides peer-to-peer communication
among any compatible wireless users and no Access Point required. This adapter offers easy
installation and cost-effective connection for corporate, SOHO and residential users. This
adapter supports WEP Data Encryption and WPA high-level WLAN security features that
guarantee the best security for users.

This product is made in 1SO9001 approved factory and complies with FCC part 15

regulations and CE approval.

1.1 Features
e Compatible with IEEE 802.11g standard and maximum data transfer rate up to

54Mbps
Dynamic date rate scaling at 54, 48, 36, 24, 18, 12, 9 and 6Mbps for 802.11g
Dynamic date rate scaling at 11, 5.5, 2 and 1Mbps for 802.11b
Supports 64/128-bit WEP data encryption function for high level of security
Supports WPA-PSK advanced WLAN security
Supports both Infrastructure and Ad-Hoc Peer-to-Peer Networking Modes
Supports automatic fallback increase data security and reliability
Supports Power Save mode
Simple user setup and diagnostics utilities
USB 2.0 interface

1.2 Package Contents
e One Wireless USB 2.0 Adapter

e One USB A-type male to female extension cable

¢ One CD disk includes driver, utility and user’s manual

1.3 LED Indicator
LED Light Status Description
ACT / LINK Flashing Wireless LAN has Activity (ACT) data being sent.

On Wireless LAN has been activated.




2. IP Address
To use this Wireless 54 Mbps USB Adapter with a computing device, the Wireless 54 Mbps

USB Adapter must be equipped with an USB 1.1 or 2.0 Interface. All drivers and supporting
software for the Wireless 54 Mbps USB Adapter need to be loaded and configured first.
Ask the system administrator for the following information which you may need during
installation:
® Wireless Client Name
Wireless SSID
Computer’s unique client name and workgroup name
Network account, user name and password.

IP address, gateway address, and subnet mask if you're not using a DHCP server.

Every computer in a network is identified by a unique network address. There are two
methods of assigning network addresses to computers in a TCP/IP network:

® Static IP addressing

® Dynamic IP addressing (DHCP)

In networks with static IP addressing, the network administrator manually assigns an IP

address to each computer. Once a static IP address is assigned, a computer uses the same IP

address every time if reboots and logs on to the network. You can manually change the IP
address in the Network Properties dialog box. Networks using static IP addresses are easy
to set up and do not require additional network management software.

In a network with dynamic IP addressing, a DHCP server in the network dynamically
assigns IP address to all clients every time they log on to the network. Networks using dynamic

IP addresses require setting up and running a DHCP Server.




3. Install Driver/Utility

3.1 For Windows XP & Windows 2000
Step1: Inset Wireless LAN USB Adapter Installation CD into CD-ROM drive then windows

below will appear. Click Install Driver Utility to begin Driver Installation.

Install Driver Utility

User’ s Manual

Acrobat®Reader 6.0

Step2: After click Install Driver Utility, the Choose Setup Language windows will show. Select

the language or the installation from the choices below and then click Next to continue.




REALTEK USB Wireless LAN Driver and Utility - InstallShield Wizard

Chooze Setup Language

uage for tt

Bazque

Bulgarian

Catalan

Chinese [Simplified)
Chineze [Traditional]
Croatian

French [Canadian)
French [Standard)
Geman

Sk

-H Mgt ] g | Cance

Step 3: Welcome windows will show as below, please click Next to continue.

REALTEK USB Wireless LAN Driver and Utility

Welcome to the InstallShield Wizard for BEALTEK USE Wireless LAN Driver and
Utility

all REALTE and Ltility: ory yowr

] Cancel

Step 4: Please wait for while during setup program is configuring.




REALTEK USB Wireless LAN Driver and Utility

Setup Status

REALTEK IUS and LItiliby & g VoL v

Step 5: Now searching for Hardware and installing Drivers.

Mow gearching far Hardware and installing Drivers

[IlIlIlIlIIIllllllllllllllllllllllllll

Step 6: Click Continue Anyway while below two windows are shown.




Software Installation

L "_l., The zoftware you are inztalling has not passed Windows Logo
5 testing to werify its cormpatibility with wWindows =P, [Tel me why
thiz testing is important. |

Continuing your installation of thiz zoftware may impair
or destabilize the correct operation of pyour spstem
either immediately or in the future. Microsoft strongly
recommends that pyou stop thiz inztallation now and
contact the software yvendor for software that has
pazzed Windows Logo testing.

=~

E_E.Dntinue.-'l'myway | [ STOF Installation

Hardware Installation

' E The software you are inztalling for this hardware:
L)

Realtek RTLE187E Wirelezs 802 11g Bdkbps USE 2.0 Mehwark,
Adapter

has not pazsed Windows Logo testing to werify it compatibility
with "indows =P, [Tel me why thiz testing iz important. ]

Continuing your installation of thiz zoftware may impair
or destabilize the correct operation of your gystem
either immediately or in the future. Microsoft strongly
recommends that you stop thizs installation now and
contact the hardware vendor for zoftware that has
pazsed Windows Logo testing.

U Continue Aryaay q[ STOP Installation

Step 7: Click Finish to complete installation.




REALTEK USB Wireless LAN Driver and Utility

IngtallS hield Wizard Cemplete

Setup has finished instaling BESLTEE. LI { Crriver and Lty o your computer.

InstaliShizid - i _'I Caricel

[Configure Wireless LAN Utility]
Step 1: After Setup has finished installing the driver, please right-click the Wireless LAN icon
on the system tray, and select “Open Config Utility”.

About

Hide -
] 104 AR

Step 2: The USB Wireless LAN Utility will be displayed; select “Available Network” tab and the
utility will auto-detect the available network channels and shows them in the list. Choose one

you would like to connect.
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Step 3: The Wireless Network Properties windows will show. You will see the network
channel which you choose show in the Profile Name. Enter the Network Key (if it is necessary)

and click OK to continue.

Wireless Network Properties:

(_Profile Mame: WL-"-N_SW

Netwark MNare(SSI0): [

0 This is a computer-to-computeriad hoc) network; wireless
access points are not used,
802, 1x configure

Channel |9 (2452MHz E&P TYPE :
Wireless network security pr
This network requires a key for the Following:
i & g : Tunnel ¢
Metwotk Authentication: | WRa-PSE |

Data encryption | TRTP A rEema

|
Identity

Key index {advanced): |

Metwark key: Password :
[ ktobtotatotok B |

Confirm network: key: Certificate :

Er—r——
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Step 4: The chosen Wireless network will be listed in the Profile tab.
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Step 5: Now you can browse the Internet Explorer and connect to the Internet.
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Step 6: You can also move your mouse to wireless LAN icon in the system tray and check
current Wireless Network Connection status.

Wireless Metwork Connection (WLARN_SW)
Speed: 54.0 Mbps
Signal Strength: Excellent

157 A




3.2 For Windows ME & Windows 98SE
Step1: Inset Wireless LAN USB Adapter Installation CD into CD-ROM drive and then windows

below will appear. Click Install Driver Utility to begin Driver Installation.

Install Driver Utility

User’ s Manual

Acrobat®Reader 6.0°

Step2: After click Install Driver Utility, the Choose Setup Language windows will show. Select

the language or the installation from the choices below and then click Next to continue.

REALTEK USB Wireless LAN Driver and Utility - InstallShield Wizard

Choosze Setup Language

the language: for th

Bazque

Bulgarian

Catalan

Chinese [Simplified)
Chinese [Traditional]

" French [Canadian)
French [Standard)
W German

“ Araal
P

I Cancel




Step 3: Welcome windows will show as below, please click Next to continue.

REALTEK U5SB Wireless LAN Driver and Utility

Welcome to the InstallShield Wizard for REALTEK USE Wireless LAN Driver and
Litility

InstafiShisld [ ] Cancel }

Step 4: Please wait for while during setup program is configuring.

REALTEK U5SB Wireless LAN Driver and Utility
Setup Status

REALTEE. U




Step 5: Now searching for Hardware and installing Drivers.

Mow gearching for Hardware and inztalling Drivers

Step 6: After setup has finished, click “Finish” to exit the wizard.

REALTEK USB Wireless LAN Driver and Uhility

InstallShield Wizard Complete

1 and Uhility on camputer,

I Caneel

Step 7: You must restart your computer to complete the device configuration. Select Yes, |

want to restart my computer now and click OK Button.

Restarting Windows

Setup has finizhed copying files to pour computer. Before you can
uge the program, You must restart your computer.

Select one of the following options and click QK. ta finish zetup.

(G #'es, | want to restart my computer now.é]

= Mo, | will restart my computer later.




[Configure Wireless LAN Utility]
Step 1: After reboot the computer, double-click USB Wireless LAN Utility to open the Utility.

Step 2: The USB Wireless LAN Utility will be displayed; select “Available Network” tab and the
utility will auto-detect the available network channels and shows them in the list. Choose one

you would like to connect.

REALTEK USB Wireless LAN Utility =] E3
RefrezshiB]  Modeltd]  Wiewl] Aboutid) —_—

EJ byCamputer General | F'rnfilell Availsble Netwark II.-’-'«dvanu:edI Status | Statistics |
-2 Realtek RTLE167E Y

Available Netwark(s)

SsID | Channel| Encryption | Metwork Authentica
1"SeaEn MNet 1 WEP Unknawn

1" soloswl 1 Mone Unknaen

P]WR514WD3_TEST 6 TKIP WPA Pre-Shared Kesy
EULAN_ Sy o TKIP WPA Pre-Shared Key
1 jackal 10 TKIP WPA Pre-Shared Key
" Default_11G_kenny 11 TkIP WPA Pre-Shared Key

4| | )

Refresh Add to Profile |

—Mote
Double dick on itern to joinfcreate profile.

KN M

¥ Shaow Tray Icon [ Disable Adapter |

I Radio Gff
Ready [ [MUM 4

Step 3: The Wireless Network Properties windows will show. You will see the network
channel which you choose show in the Profile Name. Enter the Network Key (if it is necessary)

and click OK to continue.




Wireless Network Properties: x|
( Prafile Mame: |W|-P-N_SW J

Metwork, lame{SSI0): |W|-P-N_5W

u This is & computer-to-computer(ad hoc) netwark; wireless
access poinks are not used.

Channel: |9 (2452MHz) 'I

—Wireless netwaork security

This network requires a key for the Following:

Metwork Authentication: IWPA-F‘SK VI
Data encryplion: ITKIP vI

Nlesem PF'.SSF‘HRP.SE|

Kew inde (advancedi: [L <]
1 pue— |
Metwiork key:

|********

Canfirm netwark key:
|********

Cancel |

Step 4: The chosen Wireless network will be listed in the Profile tab.

REALTEK USE Wireless LAM Utility
FefrezhiB]  Mode(M] Viewl] Aboutfd)

E“j tyCamputer Genera( Prafile |l-’-‘«vai|abIeNetwolk Advanced | Status | Statistics
‘o2 Realek RTLETE7E v ! ! ! I

Available Profileis)

Prafie Mare | 55D add

3

Rernawe

Edit

Duplicate

Set Default

KA il

[+ Showe Tray Icon [~ Disable &dapter Close I
" Radio Off

Ready

[ NoM[

Step 5: Now you can browse the Internet Explorer and connect to the Internet.




3.3 For Windows Vista
Step1: Inset Wireless LAN USB Adapter Installation CD into CD-ROM drive then windows

below will appear. Click Install Driver Utility to begin Driver Installation.

Install Driver Utility

User’ s Manual

Acrobat®Reader 6.0°

Step2: After click Install Driver Utility, the Choose Setup Language windows will show. Select

the language or the installation from the choices below and then click Next to continue.

e

Choose Setup Language

Select the language far the inst:

Bazque

Bulgarian

Catalan

Chinese [Simplified]
Chineze [Traditional)
Croatian

French [Canadian)
French [Standard]
Geman

[Hreamk

| InstaliSild

—




Step3: Welcome windows will show as below, please click Next to continue.

8

-.REALTEK LISE Wireless LAN Driver and Utility

b

Welcome to the InstallShield Wizaid for REALTEK USB Wireless LAN Driver and
Utility

all REALTEK L La&M Ciriver and Lkl on wour

Step4: Please wait for while during setup program is configuring.

REALTEK USE Wireless LAN Driver and Utility

Setup Status

RE&LTEE o o Crriver and LI 1 1n 6113 1s 1Te I

Installs




Step5: Choose Install this drive software anyway and continue the next step.

Q:j' Windows Security

[5(] Windows can't verify the publisher of this driw

= Don't install this driver software
You should check your manufacturer's website for updated driver software
for your device,

I e tstall TS arver sOTiwalre anyway

Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

|::\_f:_f| See details

Step6: Please wait for while during the driver install process.

Mow gearching for Hardware and installing Drivers

Step7: Choose Install this drive software anyway and continue the next step.

@ Windows Security

Q’(] Windows can’t verify the publisher of this driver software

' % Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
fior your device,

» Install this driver software anyway
Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
informaticn.

() See details




Step8: Click Finish to complete installation.

REALTEK USE Wireless LAN Driver and Utility

InstallShield Wizard Complete

Setup ha hed instaling BEALTER | H Diiver and Lhility on pour computer.

Installs

Step9: After setup your device, Windows System will pop-up the message and asks you to
restart your computer for finishing set up your new hardware. Please click YES, | want to

restart my computer now to restart again.

Restarting Windows

Setup has finizhed copying files to your computer, Before vou can
uze the prograrm, you must restart your computer.

Select one of the following options and click 0K to finish zetup.

( @ e, | want to restart my cormputer now ]

0 Mo, | owill restart my computer later.




Step10: After you restart your computer, please go to Start = Control Panel.
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Step11: Select “Network and Sharing Center”.
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Step12: In the right panel, choose “Manage network connections”.
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Step13: Right-click the Wireless Network Connection 2 (which is indicated “Realtek RTL8187B

Wireless 802.11g 54Mbps USB 2.0 Network Adapter #2”) and choose “Connect/Disconnect”.

Device Name Connectivity Metwork Category
LAN or High-5peed Internet (2)

| Local Area Connection || Wireless Network Connection
f [}
= Network cable unplugged . g‘ 2

9 @7 NVIDIA nForce Networking ... Not connected

Dizable
[' Connect / Disconnect
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties




Step14: Select an available network to connect.
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Step15: Type the network security key or password if it is necessary.

@ '@‘ Connect to a network

Type the network security key or passphrase for WLAN_SW

The perscn who setup the network can give you the key or passphrase.

Security key or passphrase!

|| Display characters

= If you have a USE flash drive with network settings for WLAN_SW, insert it now.

[ Connect | I Cancel




Step16: Please wait for connecting the selected network.

U TE}‘ Connect to a network

Connecting to WLAN_SW

- -

@ TEP Connect to a network

Successfully connected to WLAN_SW

[#] start this connection automatically




Step18: Back to Network and Sharing Center, you will see the computer has been connected
to the Internet.
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4. Wireless Network Configuration

The Configuration Utility is an application that helps you to configure the Wireless LAN PCI

Card and monitor the link status and statistics during the communication process.

4.1 General

In the “Configuration”, you can immediately monitor the link status.
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4.2 Profile

In the “Profile”, you can view the current using Available Point(s). You can add, remove or

edit the current Available Point(s). Also you can duplicate the AP or Set current AP as
Default.
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4.3 Available Network

The “Available Network” shows all Access Points, Routers or Adapters nearby when
operating in Ad-Hoc mode.

Click “Refresh” button to collect the SSID and Channel information of all the wireless devices
nearby. If you want to connect to any device on the list, double-click the item on the list, and
the card will automatically connect to the selected device.
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If you want to add one Access Point to the profile, click “Add to Profile” button. The Wireless

network properties windows will display. You can configure your Wireless Network Security
for the card.
Wireless network properties

Profile Name: [

Mekwiork Name(SSI0: [

D;*I’his is & computer-to-compuber(ad hoc) network; wirsless ;
access points are nok used,

802,13 configure
Channel: 1 (241 EAP TYPE :
‘Wireless network security aTe

This network reguires a key for the Following: R

Metwork Authentication: !rgpen SysEem \_r_i

Diata encryptiont | Disabled v_ T

Identity

Flekwork key: |

Password !

Confirm netwaork key: |

Certificate

Key index (advanced):




[Network Authentication]

-- Open System: No authentication is needed among the wireless devices.

-- Shared Key: Only Wireless device using a shared key (WEP Key identified) is allowed to
connecting each other. Setup the same key as the wireless device which the card intends to
connect.

-- WPA-PSK: It is a special modem of WPA for home users without an enterprise
authentication server and provides the same strong encryption protection.

-- WPA2-PSK (for WPA2 Personal): This option will be present only if the wireless network
adapter and its driver support WPA2.

-- WPA 802.1X: 802.1x authentication is required in WPA. In the 802.11 standard, 802.1x
authentication was optional.

-- WPA2 802.1X: WPA2 is the next-generation Wi-Fi security standard, combining the most
powerful authentication and encryption techniques to protect wireless networks from
unauthorized use. Based upon the recently-ratified IEEE 802.11i standard, WPA2 adds the
Advanced Encryption Standard (AES) to the original WPA specification to provide the
greatest levels of network security available. The National Institute of Standards and
Technology (NIST) advocates the use of AES security to protect sensitive digital information
on government networks.

[Data Encryption]

-- Disabled: Disable the WEP Data Encryption.
-- WEP: Enabled the WEP Data Encryption. When the item is selected, you have to continue
setting the WEP Key Length & the key Index.

-- TKIP: Enable the TKIP Data Encryption. When the item is selected, you have to continue
setting the Network Key & Confirm network key.
-- Network Key: The keys are used to encryption data transmitted in the wireless network. Fill
in the text box by following rules below:

- 64-bit: Input 10 digit Hex values (in the “A-F”, “a-f’, and “0-9” range) as the
encryption keys. For example: “0123456aef’

- 128-bit: Input 26 digit Hex values (in the “A-F”, “a-f’, and “0-9” range) as the

encryption keys. For example: “01234567890123456789abcdef’

-- Confirm Network Key: Re-type again the Network key in this text box.
-- Key Length: You may select the 64-bit or 128-bit to encryption transmitted data. Larger key
length will provide higher level of security, but the throughput will be lower.
-- Key Index (Advanced): The maximum of key index is 4.
[802.1X configure]
-- EAP TYPE (Extensible Authentication Protocol Authentication Types): Because WLAN
security is essential and EAP authentication types provide a potentially better means of

securing the WLAN connection, vendors are rapidly developing and adding EAP




authentication types to their WLAN access points. Some of the most commonly deployed

EAP authentication types include MD5,GTC,TLS,EAP,TTSL,and PEAP.
-- Tunnel: Use the drag-down list to choose the tunnel.

-- Username: Enter the username for personal certificate.

-- Identity: Enter the Identity for personal certificate.

-- Password: Enter the password in advance.

-- Certificate: Click drag-down list to choose certificate that you want to use.

4.4 Advanced
In the “Advanced”, you can configure Wireless LAN adapter’'s Power Save, Wireless Mode,

802.00b Preamble Mode, Channel Plan, Fragment Threshold, and RTS Threshold.
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4.5 Status

In the “Status”, you can view the current link status of Wireless LAN adapter.
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4.6 Statistics

In the “Statistics”, you can get the real time information about the packet transmission and

receiving status.
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5. Troubleshooting

Symptom:
The LED is off.
Remedy:

Make sure the USB Adapter is inserted properly. Otherwise contact your vendor.

Symptom:

The LED is always on not blinking

Remedy:

Make sure that you have installed the driver from attached CD. Otherwise contact your

vendor.

Symptom:

The LED is blinking but the USB Adapter icon does not appear in your icon tray..
Remedy:

Make sure that you have installed the Utility from the attached CD.

Symptom:

The USB Adapter is linking, but can’t share files with others.

Remedy:

Make sure the File and printer sharing function is enabled. You can enable the function by
checking the icon of My Computer -> Control Panel -> Network -> file and printer sharing

-> | want to be able to give others to access to my files.

Symptom:

Slow or poor performance.

Remedy:

Try to select another channel for the communicating group or move your device closer to the

Access Point.




6. Glossary
IEEE 802.11 Standards

The IEEE 802.11 Wireless LAN Standards Subcommittee, which is formulating a standard for
the industry.

Access Point

An internetworking device that seamlessly connects wired and wireless networks together.

Ad Hoc
An Ad Hoc wireless LAN is a group of computers, each with a WLAN adapter, connected as
an independent wireless LAN. Ad Hoc wireless LAN is applicable at a departmental scale for

a branch or SOHO operation.

BSSID
A specific Ad Hoc LAN is called a Basic Service Set (BSS). Computers in a BS must be
configured with the same BSSID.

DHCP
Dynamic Host Configuration Protocol — a method in which IP addresses are assigned by
server dynamically to clients on the network. DHCP is used for Dynamic IP Addressing and

requires a dedicated DHCP server on the network.

Direct Sequence Spread Spectrum

This is the method the wireless cards use to transmit data over the frequency spectrum. The
other method is frequency hopping. Direct sequence spreads the data over one frequency
range (channel) while frequency hopping jumps from one narrow frequency band to another

many times per second.

ESSID
An infrastructure configuration could also support roaming capability for mobile workers. More
than one BSS can be configured as an Extended Service Set (ESS). Users within an ESS

could roam freely between BSSs while served as a continuous connection to the network

wireless stations and Access Points within an ESS must be configured with the same ESSID

and the same radio channel.

Ethernet

Ethernet is a 10/100Mbps network that runs over dedicated home/office wiring. Users must be




wired to the network at all times to gain access.

Gateway

A gateway is a hardware and software device that connects two dissimilar systems, such as a
LAN and a mainframe. In Internet terminology, a gateway is another name for a router.

Generally a gateway is used as a funnel for all traffic to the internet.

IEEE

Institute of Electrical and Electronics Engineers.

Infrastructure
An integrated wireless and wired LAN is called an Infrastructure configuration. Infrastructure
is applicable to enterprise scale for wireless access to central database, or wireless

application for mobile workers.

ISM Band

The FCC and their counterparts outside of the U.S. have set aside bandwidth for unlicensed
use in the so-called ISM (Industrial, Scientific and Medical) band. Spectrum in the vicinity of
2.4 GHz, in particular, is being made available worldwide. This presents a truly revolutionary
opportunity to place convenient high-speed wireless capabilities in the hands of users around

the globe.

Local Area Network (LAN)

A LAN is a group of computers, each equipped with the appropriate network adapter card
connected by cable/air, that share applications, data, and peripherals. All connections are
made via cable or wireless media, but a LAN does not use telephone services. It typically

spans a single building or campus.
Network
A network is a system of computers that is connected. Data, files, and messages can be

transmitted over this network. Networks may be local or wide area networks.

Protocol

A Protocol is a standardized set of rules that specify how a conversation is to take place,

including the format, timing, sequencing and/or error checking.

Roaming
In an infrastructure network, this is when a wireless PC moves out of range of the previously

connected access point and connects to a newly connected access point. Throughout




network environment where access point is deployed, PCs can always be connected
regardless of where they are located or roam.

SSID

A Network ID require to a network. Only clients and Access Points that share the same SSID

are able to communicate with each other. This string is case-sensitive.

Simple Network Management Protocol (SNMP)

Simple Network Management Protocol is the network management protocol of TCP/IP. In
SNMP, agents-this can be hardware as well as software-monitor the activity in the various
devices on the network and report to the network console workstation. Control information

about each device is maintained in a structure known as a management information block.

Static IP Addressing

A method of assigning IP addresses to clients on the network. In networks with Static IP
address, the network administrator manually assigns an IP address to each computer. Once a
Static IP address is assigned, a computer uses the same |IP address every time it reboots and

logs on to the network, unless it is manually changed.

Temporal Key Integrity Protocol (TKIP)
The Temporal key Integrity Protocol, pronounced tee-kip, is part of the IEEE 802.11i

encryption standard fir wireless LANs. TKIP is the next generation of WEP, the Wired

Equivalency Protocol, which is used to secure 802.11 wireless LANs. TKIP provides
per-packet key mixing, a message integrity check and a re-keying mechanism, thus fixing the
flaws of WEP.

Transmission Control Protocol / Internet Protocol (TCP/IP)

TCP/IP is the protocol suite developed by the advanced Research Projects Agency (ARPA). It
is widely used in corporate Internet works, because of its superior design of WANs. TCP
governs how packet is sequenced for transmission the network. The term “TCP/IP” is often

used generically to refer to the entire suite of related protocols.

Transmit / Receive

The wireless throughput in Bytes per second averaged over two seconds.

Wi-Fi Alliance
The Wi-Fi Alliance is a nonprofit international association formed in 1999 to certify
interoperability of wireless Local Area Network products based on IEEE 802.11 specification.

The goal of the Wi-Fi Alliance’s members is to enhance the user experience through product




interoperability. The organization is formerly known as WECA.

Wi-Fi Protected Access (WPA)

The Wi-Fi Alliance put together WPA as a data encryption method for 802.11 wireless LANs.
WPA is an industry-supported, pre-standard version of 802.11i utilizing the Temporal Key
Integrity Protocol (TKIP), which fixes the problems of WEP, including using dynamic keys.

Wide Area Network (WAN)
A WAN consists of multiples LANs that are tied together via telephone services and/or fiber

optic cabling. WANs may span a city, s state, a country, or even the world.

Wired Equivalent Privacy (WEP)

Now widely recognized as flawed, WEP was a data encryption method used to protect the
transmission between 802.11 wireless clients and APs. However, it used the same key
among all communicating devices. WEP’s problems are well-known, including an insufficient
key length and no automated method for distributing the keys. WEP can be easily cracked in

a couple of hours with off-the shelf tools.

Wireless LAN (WLAN)
A wireless LAN does not use cable to transmit signals, but rather uses radio or infrared to

transmit packets through the air, Radio Frequency (RF) and infrared are the commonly used

types of wireless transmission. Most wireless LANs use spread spectrum technology. It offers

limited bandwidth, usually under 11Mbps, and user share the bandwidth with other devices in
the spectrum; however, users can operate a spread spectrum device without licensing from

the Federal Communications Commission (FCC).




