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FCC Warning

This equipment has been tested and found to comply with the limits for a class B digital
device, pursuant to Part 15 of the FCC Rules. These limitations are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

*Reorient or relocate the receiving antenna.

*Increase the separation between the equipment and receiver.

*Connect the equipment into a different outlet from that the receiver is connected.
*Consult your local distributors or an experienced radio/TV technician for help.
*Shielded interface cables must be used in order to comply with emission limits

Notice

Changes or modifications to the equipment, which are not approved by the party
responsible for compliance could affect the user's authority to operate the equipment.

Copyright

1999 All Rights Reserved.
No part of this document can be copied or reproduced in any form without written consent from the

company.

Trademarks:

All trade names and trademarks are the properties of their respective companies.
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1. Introduction

Congratulations on purchasing the Broadband Router. This Broadband Router, is a high
quality and reliable Internet routing device, enables multiple users to share the
Broadband Internet connection through a Cable or DSL modem. Simply install the
router, connect to Cable/DSL modem, and surf Internet without extra efforts. Acting as a
10/100Mbps 4-port Ethernet switch as well, the router, with all ports supporting
MDI/MDIX, allows you to use CATS cable to uplink to other routers/switches. The
Broadband Router provides a total solution for the Small and Medium-sized Business
(SMB) and the Small Office/Home Office (SOHO) markets, giving you an instant
network today, and the flexibility to handle tomorrow's expansion and speed.
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1.1 Features

Internet Access Features:

e Shared Internet Access: All users on the LAN can access the Internet through the
Broadband Router, using only a single external IP address. The local (invalid) IP
addresses are hidden from external sources. This process is called NAT (Network
Address Translation).

e DSL and cable modem Support: The Broadband Router has a 10/100BaseT Ethernet
WAN port for connecting a DSL or cable modem. All popular DSL and cable modems
are supported.

e PPPoE and PPTP Support: The Internet (WAN port) connection supports PPPoE
(PPP over Ethernet) and PPTP (Point-to-Point Tunneling Protocol), as well as
“Direct Connection” type services.




e Fixed or Dynamic IP Address: On the Internet (WAN port) connection, the Broadband
Router supports both Dynamic IP address (IP address is allocated on connection)
and Fixed IP address.

Advanced Internet Functions:

e Conferencing & Telephony Applications: Internet Telephony and Conferencing
applications are supported.

e DMZ: One PC on your local LAN can be configured to allow unrestricted 2-way
communication with Servers or individual users on the Internet.

e URL Filter: Use the URL Filter to block access to undesirable Web sites by LAN
users.

e Internet Access Log: This feature is used to verify which Internet connections have
been made.

LAN Features:

e 4-Port Ethernet Switch: The Broadband Router provides 4 10/100Base-T switching
ports.

e Standard Compliance: The Broadband Router complies with the IEEE 802.3x full
duplex flow control.

e DHCP Server Support: This feature provides a dynamic IP address to PCs and other
devices upon request. The Broadband Router can act as a DHCP Server for devices
on your local LAN.

e Multi Segment LAN Support: This feature is enabled through Broadband Router’s
RIP (Routing Information Protocol) and build-in static routing table.

Configuration and Management:

e Easy Setup: Users allow to configure Broadband Router from anywhere on the LAN
via web browser.

e Remote Management: The Broadband Router can be managed from any PC on the
LAN.

e UPNP Support: Universal Plug and Play feature. UPnP is supported by Windows ME
or later.

Security Features:

e Password Protected Configuration: Optional password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

e NAT Protection: This feature allows all LAN users to share a single IP address and all
users’ IPs are hidden. From the external viewpoint, there is no network only the
Broadband Router exists.

e Firewall: All incoming data packets are monitored and all incoming server requests
are filtered.




1.2 Package Contents
e One Broadband Router

e One AC Power adapter
e One CD including user’s manual

1.3 LEDs Indication & Connectors of Broadband Router
Front Panel LEDs Indication:
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LED Light Status Description

LED Light Status Description

PWR On (Steady Green) | Broadband Router is powered on.
Off No power

L

Status On (Steady Green) | System is hung.

Flashing Broadband Router is up and ready.
LAN On (Steady Amber) | LAN port is successfully connected.
(1,2, 3,4) Flashing Data is being sent or received.
WAN On (Steady Amber) | WAN port is successfully connected
Flashing Data is being sent or received.

Back Panel Connectors:

Llo




Button/port Description

Button/port Description

Reset Reset configurations to default. Press the button and hold
for 10 seconds.

1x, 2x, 3x, 4x LAN Ports. Connect LAN systems with RJ-45 cable.

WAN WAN port. Connect DSL or Cable modem.

PWR Power jack. Connect with AC power adapter.

1.4 System Requirements
e One or more PCs (desktop or notebook) with Ethernet interface.
TCP/IP protocol must be installed on all PCs.
Have valid Internet Access account and a DSL or cable modem.
10/100BaseT network cables with RJ-45 connectors.
System with MS Internet Explorer ver. 5.0 or later, or Netscape Navigator ver. 4.7 or

later.

1.5 Installation Instruction
1) Power off Broadband Router and DSL/cable modem.

2) Connect systems to the LAN ports on the Broadband Router with straight LAN
cables.

3) Connect the DSL or cable modem to the WAN port on the Broadband Router.

4) Power on DSL or cable modem first, then connect power adapter to the power jack
on the Broadband Router and plug the power cable into an outlet.

5) Check LEDs.

a) Once power on the Broadband Router, Power LED should be on.

b) LAN LED should be on for each active LAN connection.

c) The WAN LED should be on when the DSL or cable modem is connected.

Warning: Only use the power adapter is provided from this package, use other power
adapter may cause hardware damage




2. PC Confiquration

User needs to configure TCP/IP network settings, Internet access configuration for each
system within the Broadband Router's LAN network. By default, the Broadbnad
Router acts as a DHCP server for server version of Windows, it automatically assigns IP
address to each system when systems boot up. For all non-server version of
Windows, the default TCP/IP setting acts as a DHCP client. If user chooses fixed IP
addresses for client systems, the Gateway of the client system must be set to the IP
address of the Broadband Router and DNS of the client system should be set to the
address provided by your ISP.

2.1 TCP/IP_Networking
Checking TCP/IP Settings for Windows 9x/Me
a) Select “Start Control Panel Network”, the window below will appear:
MNetwork EHE

Configuration | Identification | Access Contral |

The following network components are installed:

& MetBEUI-> PCI Fast Ethemet Adapter

N etBEU - DialHlp Adapter

- N etBEL -> DialHJp Adapter #2 (WPHN Sunnort

v TCP/IF-» PCl Fast Ethernet Adapter

W TCR{IF-» Dial-Up Adapter

& TCRYIF -» Dia-Up Adapter #2 (VPR Support)

U™ File and printer sharing for MetWare Netwarks

1] |

Add... Femowve Froperies

b) Click “Properties”, the window below will appear:




TCP{IP Properties K|

Bindings | Advanced | NetBIOS |  DNS Configuration |
Gateway | YWINS Configuration IF Address

AnlF address can be automatically assigned to this computer. [f
wournetwarlk does not sutomatically assign IF addresses, ask your
netwark administrator for an addres=. and then twpe itin the space
tel .

" Specify an IF address:

|E Address: |

subnet sk |

[l If you decide to use DHCP, select “Obtain an IP address automatically”,
then click “OK” to confirm your settings. Once you restart your system, the
Broadband Router will obtain an IP address for this system.

[ If you decide to use fixed IP address for your system, select “Specify an IP
address”, and make sure that IP Address and Subnet Mask are correct.

c) Select “Gateway” tab and enter correct gateway address in “New gateway’ field,
then click “Add”:

TCP/IP Properties EHE

Bindings | Advanced | MNe®IOS | DNS Configuration |
Gateway |  WINS Corfiguration | PAddress |

The firet gateway in the Installed Gateway list will be the default. The
address order in the listwill be the order in which these machines
are Used.

Meww gatewan:

Installed gatewsays:




d) Select “DNS Configuration” tab and make sure select “Enable DNS”, enter the
DNS address provides from your ISP in the “DNS Server Search Order” field,
then click “Add”:

TCR/IF Properties E E

IP &ddress
HNetBl0s OIS Canfigurstion

Gatewish ]

WIMS Configuration |
Bindings ]

Acheanced ]
" Digakle DR
* Enghle OMNS

Hast:

DS Server Search Drder

D s
=

Checking TCI/IP Setting for Windows NT4.0
a) Select “Control Panel

Diorrain:

Network”, click “Protocols” tab then select “TCP/IP
protocol”, window shown as below will appear:

Melwark
Idenlifi:ati-:ﬂl Senviges Protoccls I;ﬂ.daptm:] Bin:iingsl

M ebwork, Probocols:

W HetBEU! Protoool

W MwLink IP¥ASP Compatibe Transport
W MwLink NetBIDS

Add..

Remove I Properties. .. Lpdlate

— [reacription:

Transpart Contiol Protocallnt=rmet Piotocol. The default wide

anea networl protocal that pravides communication across
divarse nteroonnectad natworka.

Ok | Cancel |

b) Click “Properties”, window shown as below will appear.




Select the network card on your system from “Adapter” field.

If you decide to use IP address from the Broadband Router, select “Obtain
an IP address from a DHCP server’.

If you decide to use the IP address you are desired, select “Specify an IP
address”. Make sure enter correct addresses in “IP Address” and
“Subnet Mask” fields.

You must set the Broadband Router’s IP address as “Default Gateway”.

c) To enter DNS address is provided from your ISP. Select “DNS” tab, click “Add”
under “DNS Service Search Order” list, then enter DNS Server IP address in
“TCP/IP DNS Server’ window and click “Add”.




Miciosolt TCPAF Properbies
IPaddiess NS | wiNS address | DHCP Reday | Fotivg |

D omaien M ame S wetem [DNE]

Host Mame:

—OM3 Servica 5 earch O dar

TCPF/AP DNS Server

DME Sarver.

Checking TCP/IP Settings for Windows 2000
a) Select “Start Control Panel  Network and Dial-up Connection” and right
click “Local Area Connection” then click “Properties”:
Local Area Connection Froperties

General |

Connect using:

I B3 ShiC EZ Cad 104100 [SMC1211T)

Components checked are wWsed by this conmection:

Clienk for Microzoft Metwarls
Filz and Printer Sharing far Microsoft Mebworks
Intemet Pratocal [T CPAP]

[stall,.. rirstal Froperhies

— D escriptian
Tranzrmzsion Control Protocol/ ntermet Protocol. The default
wide area netwark protacal that provides commonization
acrogs diverse interconnected network s,

[T Show icon in taskbar when connected




b) Select the “Internet Protocol (TCP/IP)” for the network card on your system, then
click “Properties”, window shown as below will appear.

Internet Protocol {TCP/IP) Properties
General |

‘Tou can get IP zettings azsigned automatically if your network supports
thiz capability. Othenwize, pou need ko sk your netwaork administrator for
the appmopriate [P settings.

* Obtain an P addiess autornatic ally

—(" se the following IP address:
|F address: |

Subret mask: |

Default gateray: I

* Obtain DNS server address automatically

—( Lse the following DNS server addiesses:
Fretermed DN & semern I

Alternate DN S zenver I

k. | Cancel |

If you decide to use IP address from the Broadband Router, select “Obtain an
IP address automatically”.

If you decide to use the IP address you are desired, select “Use the following
IP address”. Make sure enter correct addresses in “IP Address” and
“Subnet Mask” fields.

You must set Broadband Router’s |IP address as “Default Gateway”.

If the DNS Server fields are empty, select “Use the following DNS server
addresses” and enter the DNS address is provided by your ISP, then click
“‘OK”.

Checking TCP/IP Settings for Windows XP

a) Click “Start”, select “Control Panel Network Connection” and right click
‘Local Area Connection” then select “Properties”. The window shown as
below will appear.




-L Local Area Connection Properties

Gereral | Authentication | Advanced |

Connect uging:

| B& D-Link DFE-R20TY PCI Fast Ethermet Adapter [rewv.B]

Thiz connection wses the following items:;

g Client for Microzoft Mebworks
[ .@File and Printer Sharing for Miciosoft Networks
™| o= 305 Packet 5 cheduler

r | ricernet Frotocol [TCRAF]

[ [raztall... Lz tall Properties

Diescription

Tranzmizzion Control Protocol Antermet Protocol, The defaulk
wide area network protocal that provides communication
acioz: diverze interconmected networks,

[ ]Show icon in motification area when connected

1] 8 ] [ Cancel

Select “Internet Protocol (TCP/IP)” then click “Properties”, window shown as below
will appear.




- Internet Protocol {TCP/IP) Properties

f'ou can get [P settings azsigned astomatically if your network, zupports
ihiz capability. Othenaize, you need to agk your network, administrator for
ihe appropriate IF settings.

{1 Uze the following IP address:

(%) Obtain DOMNS serwver addess autamaticaly
) Use the following DNS server addresses;

Advanced...

Ok ][ Cancel ]

If you decide to use IP address from Broadband Router, select “Obtain an IP
address automatically”.

If you decide to use the IP address you are desired, select “Use the following
IP address”. Make sure enter correct addresses in “IP Address” and
“Subnet Mask” fields.

You must set Broadband Router’s |IP address as “Default Gateway”.

If the DNS Server fields are empty, select “Use the following DNS server
addresses” and enter the DNS address is provided by your ISP, then click
“‘OK”.

2.2 Setting up Internet Access




This section describes how to setup Broadband Router Internet access through DSL or
cable modem.

For Windows 9x/2000

a) Click “Start’ and select “Settings  Control Panel Internet Options”.

b) Select “Connection” tab then click “Setup” button.

c) Select ‘I want to set up my Internet connection manually, or | want to
connect through a local area network (LAN)” then click “Next”.
Select “l connect through a local area network (LAN)” then click “Next”. Make
sure all the boxes on the following LAN Internet Configuration screen are
unchecked.
Select “No” when “Do you want to set up an Internet mail account now?”
prompts out.
Click “Finish” to end setup process.

For Windows XP
a) Click “Start” and select “Control Panel Network and Internet Connections.”
b) Select “Set up or Change your Internet Connection.”
c) Click “Connection” tab, then click the “Setup” button. Click “Cancel” in the
pop-up “Location Information” window.
Click “Next” in the “New Connection Wizard” window.
Select “Connect to the Internet” then click “Next”.
Select “Set up my connection manually” then click “Next”.

Select “Connect using a broadband connection that is always on” then click
“‘Next”.
Click “Finish” to complete the setup process.

For Macintosh Clients
To access Internet via broadband router on Macintosh system, the set up procedures
are showing below:
a) Open the TCP/IP Control Panel.
b) Select Ethernet from the Connect via pop-up menu.
c) Select Using DHCP Server from the Configure pop-up menu. The DHCP
Client ID field can be left blank.
d) Close the TCP/IP panel and save your new settings.




If you decide to assign IP addresses manually instead of DHCP, set the Router
Address field with broadband router’s IP address and make sure DNS settings
are correct.

For Linux Clients
To access Internet via the broadband router, you need to set the broadband
router as the “Gateway”. Make sure login as “root” before attempting any
changes.
Fixed IP Address
Most Linux installations use fixed IP address, if you wish to use a fixed IP
address, make sure make the following changes.
a) Set “Default Gateway” with the IP address of the broadband router.
b) Make sure DNS settings are correct.
To act as a DHCP Client (recommended)
The procedures below may vary depending on version of Linux and
X-windows shell.
a) Start X-Windows.
b) Select Control Panel Network.
c) Select the “Interface” entry for your Network card. Normally, this is
called “eth0”.
d) Click “Edit” button, set the “protocol” to “DHCP” and save.
e) To apply all changes, use Deactivate and Activate buttons, if it is
possible, restart your system.




3. Setup Broadband Router Configurations via Web Browser

The Broadband Router comes with a web-based configuration utility. Users can access
this configuration utility from any of client system within Broadband Router’'s LAN. For
best results, either use Microsoft Internet Explorer 5.0 or later, or Netscape Navigator 4.7
or later.

Before you start configuring your Broadband Router, you have to get following
information from your ISP:

a) Has your ISP assigned you a static IP address, or they will assign one to you
dynamically? If you have received a static IP address, what is it?

b) Does your ISP use PPPoE? If so, what is your PPPoOE username and password?

If you are not sure of above questions, please contact your ISP.
3.1 Start your Web Browser

To use the Web-Based Utility, you have to launch your Internet Browser (MS IE 5.0 or
later, Netscape Navigator 4.7 or later).

Step1: Enter Broadband Router default IP address http://192.168.10.1 in the Address
field then hit Enter key:

Address (@8] http://192.168.10.1

Step2: Login dialog box will appear, enter admin as User Name and default password
is 1234, then click “OK” to login web-based utility.

Connect to 192.168.10.1

Iser narme: | €7 admin

Passward; | enne

[CJremember my passward

[ Ok, ] [ Cancel




3.2 System

This section displays the basic configuration parameters of your Broadband Router,
such as System Status, System Settings, Administrator Settings, Firmware Upgrade,
Configuration Tools and System Log. Although most users will be able to accept the
default settings, but every ISP is different. Please check with your ISP if you are not
sure which settings ISP requires.

System Status
You can use the Status screen to see the connection status for the Broadband
Router's LAN interfaces, firmware and hardware version numbers, and the number of
connected clients to your network.

23 Router Setup - Microsoft Internet Fxplorer

File  Edit  Wiew Faworites Tools  Help

@Back bt J |ﬂ \ELI _:] /*‘I Search ‘E':‘:S'JFavnrites @ " 4 -

Adddress | ] hetpff192.168.10,1)

Broadband Houter

‘ ard  System WAN LA Firewall Ros JpnP

System Settings

System Status System Status

System Settings

Administrator Settings

Firmware Upgrade - RETEREET He
Configuration Tools Cable/DSL Disconnected
System Log 0.0.0.0
0.0.0.0
Gateway 0.0.0.0
168.95.1.1
Secondary DNS 0.0.0.0
Domain Name

Connection Type Static [P

GATEWAY

IP Address 192.168.10.1
255,255 2550

DHCP Server Enabled

NA Enabled

Firewall Enahled

# Internst




<A Router Setup - Microsoft Internet Explorer

File Edit Wiew Favarites Tools  Help

@Back b __,.-} \ﬂ \gl ;'] f:' Search “S:‘:S”Favorites @

Address | @] http:j192.168,10,1
NFORMATION

System Up Time 00:00:29
1A19/2007 15.49:26
Comocon cioms |

Version

00:06:4F 38.76: AE
00:06:4F - 38:76: AF
Martwaro vorson _ (LIEE

Serial Number 12345678

ﬂ Inkernet

INTERNET: Displays WAN connection type and status.

GATEWAY: Displays system IP settings, as well as DHCP, NAT and Firewall status.
INFORMATION: Displays the number of connected clients, as well as the Broadband
Router's hardware and firmware version numbers.




System Settings
The System Settings window configures broadband router basic settings, such as
router's Host Name, Domain Name, Set Time Zone, Daylight Saving and NAT.

A Router Setup - Microsoft Internet Explorer |ZHE|E|
File. Edit ‘“iew Faworites Tools Help l'.r!'-

. gy e : = i _ | [ SRS R
@Back * |ﬂ @ '_I.“l /-._.’ Search . Favorites {f} i.:".'-"-l‘v = 4 J

Address [ http 1192, 168.10,1/

Broadband Router

rd System WAN LAN NAT Firewall |

System Settings

f;:‘_:":"‘:i:??i Status System Settings
System Settings

Administrator Settings

[
{router |

Firmware Upgrade

Configuration Tools UENETOETLER [ Pass WAN Domain | Local Router

System Log

NTP Server | (optian]

Set Time Zone

[¥]Enabled

0K | Caﬁcéi|

&1 Dore B Internet

Host Name: Enter a hostname if it was provided by the ISP (Default: router).

Domain Name: Enter a Domain Name if it was provided by the ISP (Default: Local
Router).

Set Time Zone: Select the time zone of the country you are currently in. The router will
set its time based on your selection.

Daylight Saving: The router can also take Daylight savings into account. If you wish to
use this function, you must check/tick the enable box to enable your daylight saving
configuration.

NAT: You can select to enable NAT function.




Administrator Settings

Use this menu to restrict management access based on a specific password. By
default, there is no password. So please assign a password to the Administrator as
soon as possible, and store it in a safe place.
Passwords can contain from 3-12 alphanumeric characters, and are case sensitive.
Administrator Time-out - The amount of time of inactivity before the Broadband
Router will automatically close the Administrator session. Set this to zero to disable it.
Remote Management - By default, management access is only available to users on
your local network. However, you can also manage the Broadband Router from a
remote host by adding the IP address of an administrator to this screen.

A Router Setup - Microsoft Internet Explorer

Eile Edit ‘jew Favorites Tools  Help

. e N R S s W=
Qe - @  [x] B (o Lot Grraoies & (2~ 40 F B

agldess | @] htp: {192, 168.10.1/

Broadband Houter

n 1 AN MAT LC:
AN MNATD I

rd  System \WAN |

System Settings

fypsenm Slaills Administrator Settings

System Settings

Administrator Settings .
Password Settings

Firmware Upgrade

Configuration Tools

EI_!
(w1
i|
=

System Log
Current Password

Password

Re-type password i""" ! {3-12 Characters)

an

Idle Time Out

seconds 0: Mo timeout)

Remote Management

IP Address

|

o0
=

a Internet




Password Settings: Allows you to select a password in order to access the web-based
management website.

Remote Management: You can specify a Host IP address that can perform remote
management functions.

Firmware Upgrade
User uses the Firmware Upgrade window to locate the new firmware then upgrade

the system firmware. Click Browse to search for the new firmware location, then click
OK to proceed the upgrade.

A Router Setup - Microsoft Internet Explorer

File. Edit “iew Favorites Tools Help

e |l o _ : = —
2 1 : v \ L= P T =" 1
@ Back & ) l-‘f [ | Search 1. Favorites {Je g 1=

Address | €] http: 192,168, 10,11

System Settings

m tatils Firmware Upgrade

System Settings

Administrator Seftings ; Current Firmware Version: V22.1.2.111
Firmware Upgrade Firmware Date: build:19 @ Fri Jan 19 12:43:40 2007
Configuration Tools

Enter the path and name of the upgrade file then click the QK button below:,

System Log

' Browse...

oK | Gancel |

8 Internet

Firmware Upgrade: This tool allows you to upgrade the Broadband router’s system
firmware. To upgrade the firmware of your Broadband router, you need to download the
firmware file to your local hard disk, and enter that file name and path in the appropriate
field on this page. You can also use the Browse button to find the firmware file on your PC.
Configuration Tools




Use this window to restore or backup broadband router settings, such as Restart
System, Restore Factory Defaults, Backup Settings and Restore Settings.

A Router Setup - Microsoft Internet Explorer |Z”E|rz]

File. Edit “iew Favorites Tools Help f

} o A - i _ la a —
2 1 ! F L L~ P4l o R =3
@ Back. s b ] ,‘,.f (Al | Search 7.0 Favorites {# EBEreg = ﬁ

Address | ] hitp:f1192.168.10.1/ v Bso ks

Broadband Router

Wizard System WAN LAM NAT Firewall Routing UPnP DDNS Logoul

System Settings

System Statis .
AW=IEIT, el Configuration Tools
System Settings

Administrator Settings

2 & Restart System
Firmware Upgrade

Configuration Tools 3 Festore Factory Default
System Log (7 Backup Settings
& Restore Settings

i |(Erowse.. ]

Ok | Cancel |

& & Intermet
Restart System: Reset Broadband Router, Reboot this device.

Restore Factory Defaults: Reset the settings of this device to the factory default
values.

Backup Settings: Save the settings of this device to a file.

Restore Settings: Restore the settings of this device to the backup settings.

System Log
The System Log window displays broadband router’s system activities, such as

System Log and Security Log.




<X Router Setup - Microsoft Internet Explorer

Eile Edit Wiew Favorites Tools Help

@Back - i\‘__,)' |£] @ _;_:'] /:\5 Search ‘ST\}I’ Favarites @Media {f} [F':' -

Address ] http:fj192.168.10.1

Links

Broadband Eouter

| Systemn

System Settings

System Status System Log

System Settings

Administratar Settings

_\ ; Downlosd | Clear | Refrech |
Firmware Upgrade

Configuration Tools {[Thu Jan 01 08:00:00 1970].[3Y 5] System start
System Log {[Thu Jan 01 08:00:00 1970]:[S¥ 5] Ver 2.1.2.52 build:3 @ Wed Apr 20 14:43:15 2005
{[Thu Jan 01 05:00:00 1970]:[DHCPD] received REQUEST
E[Thu Jan 01 08:00:00 1970):[DHCPD] sending ACK to 152.168.10.2
{[Thu Jan 01 08:00:00 1970][DHCPD] broadcasting packet to client
{[Thu Jan 07 08:00:31 1970]:[HTTP] lagin (152.165.10.2)

& Internet

A Router Setup - Microsoft Internet Explorer
File Edit ‘Wiew Fawvorites Tools Help

@Back % -:\_;j \E] @ .:] /-:’Sear-:h = '(Favnntes QE}

Agcress | @] http:/192.168.101.1f

Remote Log Setting

Remnte Lng [[1Enabled

Send Iog to |IJ | 'U

Email Lng [ Enabled

TR

@ Done G Internet

System Log: Broadband router’s system activity.
Remote Log Settings: Setting the IP address of remote log server.




3.3 WAN
Connected Type

Specify the WAN connection type required by your Internet Service Provider, then
click "OK Button" to provide detailed configuration parameters for the selected
connection type.

) Router Setup - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

= e |l T _ :
| 4 r ) L~ 5 )
@ Back = \ﬂ @ (4 ) Search 7 Favarites <)

Address |@ http:f192.168.10.1 : >

Broadband nouter

WAN LA

WAN Settings

Connected Type Connected Type Help

DNS

Obtain an [P address automatically from your service

= Dynamic IP Address e

Uszes a static IP address. Your service pravider gives a

Q Static P Address static IP address to access Internet serices.

FFF ower Ethernet iz a common connection method used
O s fBex DB

PFP Tunneling Protocal can support multi-protocal Yirtual
O BRIE Private Metworks (WPN).

Layer 2 Tunneling Protocaol can support multi-protocal
Qiees irtual Private Metworks (VPR

@ Done 0 Internet

a) Connected Type

Dynamic IP address: Your ISP will automatically give you an IP address

Static IP address: Your ISP has given you an IP address already

PPPoE: Your ISP requires PPPoE connection.

PPTP: Your ISP requires you to use a Point-to-Point Tunneling Protocol (PPTP)
connection.

L2TP: Your ISP requires L2TP connection.

b) Static IP

If your Internet Service Provider has assigned a fixed address, enter the assigned
address and subnet mask for the Broadband Router, then enter the gateway address
of your ISP.
IP address assigned by your ISP: IP address is given from your ISP.




Subnet Mask: Enter the subnet mask of the router.

ISP Gateway Address: Enter the gateway address at ISP end.

MTU: This is optional. You can specify the maximum size of your transmission packet
to the Internet. Leave it as it is if you to not wish to set a maximum packet size.

Does ISP provide more IP address: If your ISP supports more IP addresses,
please click Yes; otherwise, leave it unchecked.

DNS

Domain Name Servers are used to map an IP address to the equivalent domain
name (e.g.www.waveplus.com). Your ISP should provide the IP address for one or
more domain name servers.
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Domain Name Server (DNS) Address: This is the ISP’s DNS server IP address that
they gave you; or you can specify your own preferred DNS server IP address
Secondary DNS Address (optional): This is optional. You can enter another DNS
server’s IP address as a backup. The secondary DNS will be used should the above DNS
fail.

3.4 LAN
LAN Settings

Configure the gateway address of the Broadband Router. To dynamically assign the
IP address for client PCs, enable the DHCP Server, set the lease time, and then specify
the address range.

Valid IP addresses consist of four numbers, and are separated by periods. The first
three fields are the network portion, and can be from 0-255, while the last field is the
host portion and can be from 1-254.
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IP address: This is the router’s LAN port IP address (Your LAN clients default gateway IP
address)

Subnet Mask: Specify a Subnet Mask for your LAN segment.

The Gateway acts as DHCP Server: You can enable or disable the DHCP server.

IP Pool Starting Address: Enter the first address that should be assigned by the DHCP
server.

IP Pool Ending Address: Enter the last address that should be assigned by the DHCP
server.

Lease Time: Enter the number of hours that a client can use the assigned IP address.
DNS Proxy: To enable or disable DNS Proxy (Domain Name Service).

DHCP Client List
The DHCP client list allows you to see which clients are connected to the
Broadband Router via IP address, host name, and MAC address.
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DHCP Client List: This page shows all DHCP clients (LAN PCs) currently connected to
your network. The “DHCP Client List” displays the IP address and the MAC address and
Remaining Time of each LAN Client. Use the Refresh button to get the most updated
situation

3.5 NAT
Virtual Server

If you configure the Broadband Router as a virtual server, remote users accessing
services such as Web or FTP at your local site via public IP addresses can be
automatically redirected to local servers configured with private IP address. In other
words, depending on the requested service (TCP/UDP port number), the Broadband
Router redirects the external service request to the appropriate server.
Example:

E Private IP |Private Port Public Port

1 .192.168.2.20 Web Server

2 192.168.2.12 21 TCP 333 FTP Server

3 .192.168.2.28 23 TCP 455 Telnet Server
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Private IP: This is the LAN client/host IP address that the Public Port number packet will
be sent to.

Private Port: This is the port number (of the above Private IP host) that the below Public
Port number will be changed to when the packet enters your LAN (to the LAN
Server/Client IP)

Type: Select the port number protocol type (TCP, UDP or both). If you are unsure, then
leave it to the default both protocol.

Public Port: Enter the service (service/lnternet application) port number from the Internet
that will be re-directed to the above Private IP address host in your LAN.

Comment: The description of this setting.

Enabled: Enable the Virtual Server.




Special Application

Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony and others. These applications cannot work when
Network Address Translation (NAT) is enabled. If you need to run applications that
require multiple connections,-specify the port normally associated with an application in
the "Trigger Port" field, select the protocol type as TCP or UDP, then enter the public ports
associated with the trigger port to open them for inbound traffic.

Example:

H Trigger Port| Trigger Type|Public Port|Public Type

2300-2400,
1 28800 UDP UDP MSN Game Zone
47624

2300-2400,
28800 UDP TCP MSN Game Zone
47624

6112 UDP 6112 Battle.net
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Trigger Port: This is the out going (Outbound) range of port numbers for this particular
application.

Trigger Type: Select whether the outbound port protocol is “TCP”, “UDP” or both.
Public Port: Enter the In-coming (Inbound) port or port range for this type of

application (e.g. 2300-2400, 47624)

Public Type: Select the Inbound port protocol type: “TCP”, “UDP” or both.

Comment: The description of this setting.

Enable: Enable the Special Application function.

Port Mapping

This functionality allows one or more public IP addresses to be shared by multiple
internal users. Enter the Public IP address you wish to share into the Global IP field.
Enter a range of internal IP that will share the global IP.
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Server IP: Enter the NAT server IP address.

Mapping Ports: Enter the port address NAT server maps to.
Type: Select the Inbound port protocol type: “TCP”, “UDP” or both.
Comment: The description of this setting.

Enabled: Enable the Port Mapping function.

ALG (Application Level Gateway)
The ALG window allows user to configure ALG settings for the broadband router.
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ALG (Application Layer Gateway): You can select to enable, then the router will let that
application correctly pass though the NAT gateway.




DMZ (Demilitarized Zone)

If you have a client PC that cannot run Internet application properly from behind the
NAT firewall or after configuring the Special Applications function, then you can open
the client up to unrestricted two-way Internet access.

Enter the IP address of a DMZ host to this screen. Adding a client to the DMZ
(Demilitarized Zone) may expose your local network to a variety of security risks, so
only use this option as a last resort.
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DMZ (Demilitarized Zone): Enable/disable DMZ.

Public IP Address: The IP address of the WAN port or any other Public IP addresses
given to you by your ISP.

IP Address of Virtual DMZ Host: Enter the DMZ host IP address.




3.6 Firewall
Firewall Options

The Broadband Router provides extensive firewall protection by restricting
connection parameters to limit the risk of intrusion and defending against a wide array of
common hacker attacks. However, for applications that require unrestricted access to
the Internet, you can configure a specific client/server as a demilitarized zone (DMZ).
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Firewall Options: Select the functions that firewall supports. The selections include
Enable Hacker Attack Protect, Discard PING from WAN side, Unallow to PING the
Gateway, Drop Port Scan packets, Allow to Scan Security Port (113), Discard NetBios
Packets, Accept Fragment Packets and Send ICMP packets when error.




Client Filtering
You can filter Internet access for local clients based on IP addresses, application
types, (i.e., HTTP port), and time of day.
For example, this screen shows that clients in the address range 192.168.2.50-99
are permanently restricted from using FTP (Port 21), while clients in the address range
192.168.2.110-119 are blocked from browsing the Internet from Monday through Friday.
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URL Filtering
To configure the URL Filtering feature, use the table as above to specify the web

sites (www.somesite.com) and/or web URLs containing the keyword you want to filter
on your network.
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MAC Control
The MAC Control window allows user to block certain client PCs accessing the

Internet based on MAC address.
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MAC Address Control: This function allows user to determine whether to filter out or
accept the following MAC address connect to Internet.
Configure MAC Address: Enter the MAC address to filter out or to accept.




3.7 Routing
Routing Table

The Routing Table window displays the current routing information in the system.
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Destination LAN IP: The network address of destination LAN.

Subnet Mask: The subnet mask of destination LAN.

Gateway: The next stop gateway of the path toward the destination LAN. This is the IP of
the neighbor router that this router should communicate with on the path to the
destination LAN.

3.8 UPnP (Universal Plug and Play)
UPnP Settings

UPNnP (Universal Plug and Play) allows automatic discovery and configuration of
equipment attached to your LAN. UPnP is by supported by Windows ME, XP, or later. It
provides compatibility with networking equipment, software and peripherals of the over
400 vendors that cooperate in the Plug and Play forum.
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UPnNP Settings: You can Enable or Disable UPnP feature here.




Port Mapping
The Port Mappings window displays all UPnP ports mapping information.

X Router Setup - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

} — M —~ i ] B ik
@Back > | Iﬂ IELI .,'_l:] /-,_.J Search H.-;-/\'EJ Farvarites {f} E-_-_-f_.fv =0 <

Address @) http:j192.168.10.1/
| :

Broadband Router

1 UPnP L

UPRP Settings

UPnP Settings Port Mappmg

Remote | External | Internal | Internal Biotacel [Duratan [ Descriction
Host Port | Client | Port P

Port Mapping

ﬁ Internet




3.9 DDNS
DDNS (Dynamic DNS)

DDNS (Dynamic DNS) provides you on the Internet with a method to tie their
domain name to a computer or server. DDNS allows your domain name to follow your
IP address automatically by having your DNS records changed when your IP address
changes.
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DDNS: Enable/Disable the DDNS function of this router.




3.10 Wizard
Host Settings

The Host Settings window allows user to configure basic settings of broadband
router, such as Host Name, Domain Name, Time Zone and Daylight Saving. Click
“‘Next” to update WAN settings.
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Host Name: Enter a hostname if it was provided by the ISP (Default: router).

Domain Name: Enter a Domain Name if it was provided by the ISP (Default: Router).
Time Zone: Select the time zone of the country you are currently in. The router will set
its time based on your selection.

Daylight Saving: The router can also take Daylight savings into account. If you wish to




use this function, you must check/tick the enable box to enable your daylight saving
configuration.

Next: Click Next to update WAN settings.

WAN Settings
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Cable Modem: If your broadband router connects to the cable modem, click Cable

Modem to enable/disable the MAC cloning function (MAC address is provided by your
ISP).

Fixed-IP xDSL.: If your broadband router connects to the Fixed-IP xDSL, click Fixed-IP




xDSL to enter the IP address and gateway address are provided by ISP.

Dial-Up xDSL (PPPoE): If your broadband router connects to the Dial-Up xDSL, click
Dial-Up xDSL to enter the login information is provided by ISP.

PPTP: If your broadband router connects through the PPTP, click PPTP to enter the
login information is provided by ISP.

L2TP: If your broadband router connects through the L2TP, click L2TP to enter the login
information is provided by ISP.

DNS

You can update the DNS settings only if you enabled the DNS server under the
WAN configuration page (please refer DNS configuration in page 31). After you
change the DNS configurations, click Finish to update the DNS settings of the
broadband router.
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3.11 Logout
Click Logout in the task bar to initiate broadband router logout process.
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Click OK to logout the broadband router utility.
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